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IRIS DETEKTION

The invention relates to a method and a device for iris detection, and

particularly for recognising attempts at fraud in iris identification.

In practice iris identification is used as a simple method to verify the identity
of a person. However, it has appeared that it is relatively easy to commit
fraud. This problem is extensively described in among others WO-A1-
01/01329 and US-B1-6.247.813. |

US-B1-6.247.813 describes the fact that a pupil responds to changes in light
intensity. It is suggested in the US patent specificatioh to use the pupil's
response time to changing illumination for testing on drug use, alcohol use or
medicine use. The response time of the iris namely changes under the
influence of drugs or medicine. No description is given of whether an iris is

recognized as real or whether it regards an attempt at fraud.

WO-A1-01/01329 describes several ways to render attempts at fraud in iris
identification impossible, such as the use of polarised light, "red eyes"

detection and measuring surface curvature.

EP-A2-1.139.301 describes a device and method for person identification by
means of recording several biometric images. Images are captured of for
instance an iris, finger prints, hands, et cetera. To that end the device in one
embodiment is provided with an image recorder which synchronously to a

stroboscopic illumination unit records images of an iris with a reduced pupil.

The testing for attempts at fraud in iris identification, particularly recognising

whether an eye is a real eye, however, remains a problem.
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It is an object of the invention to at least partially overcome the drawbacks

mentioned.

To that end the invention provides a method for iris detection, comprising
capturing a first image registration of an iris at a first point in time and within
a time window of several minutes at the most around the first point in time
capturing a second image registration of the iris, wherein the light intensity
on the iris to be measured is changed more than a pupil reaction time prior to
the second image registration and whether stretch of the tissue of the iris

has taken place is determined from the first and second image registration.

By carrying out a second measurement shortly after the first image
registration of the iris it has appeared to be possible to reduce the chances of
fraud and thus improve iris identification. Particularly the capturing of the
determination shortly after one another, renders it very difficult, if not
impossible, to a fraud to commit fraud. The second determination is not used
to reduce the chances of errors, but to verify whether the iris identification is
based on measurements on a real eye. In this way iris identification can be
made considerably more reliable, by means of a very small adjustment to the
existing equipment. In the invention the stretch of the tissue of the iris is
determined from the first and second image registration. It has appeared that
it is easy to commit fraud by means of for instance a contact lens. This
attempt at fraud, as is explained below, cannot be detected by merely

measuring the change in the pupil diameter.

In an embodiment of the method according to the invention a second
biometric characteristic can be used. In an embodiment the second biometric
characteristic is selected from the group comprising hand geometry, the
retina, speech and the iris. Said characteristics can be easily and quickly
determined, and due to their nature are particularly suitable to be carried out

almost simultaneously with the measurement of an iris, and to be used to
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establish the authenticity of an iris.

The second determination may for instance be a second image registration of
the iris. It does not need further explanation that this is very simple to
implement. However, it has appeared that such a second measurement
offers particular possibilities to confirm the authenticity of an iris measured

(earlier).

Particularly when the second image registration is captured at a light
intensity that differs from the light intensity at the capturing of the first
image registration, it has appeared that special possibilities are revealed. It is
possible then to measure the change of the pupil, but what has turned out to

be a more reliable method, to determine the stretch of the iris tissue.

A possibility to vary the light intensity is a method in which either prior to the
first image registration or prior to the second image registration a light pulse
is supplied on the iris. By experiment it has been established that a proper
determination is obtained when the light pulse is either supplied or started in

a time span of 0.2-1 seconds prior to a capturing.

It is preferred here in one embodiment, that the first and second image
registration are captured shortly after one another, preferably within one

minute, preferably within two seconds.

The strength of the light intensity change has to be established in ex-
periments. However, to an expert in this field it will be clear that this change
has to be sufficient to effect a pupil reaction. In addition this regards an
intensity change of (ambient) light in the visual range or visible area, roughly
between 400 and 700 nm. The image registration of the eye is captured in
the infrared (IR) range. Considering the response of the eye to change it is of
course also possible to offer a light intensity change, such as a light pulse,

and immediately after that capture a first registration, within the pupil
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response time, and a reaction time after the first registration, when the pupil
has had time to respond, carrying out a second measurement. It will be clear
that identity checks in general preferably have to be carried out as quickly as
possible, and iris recognition can only result in a practical method when the
procedure is quick, without problems and reliable. The procedure therefore
has to be as quick as possible. It has appeared that a method that first offers
a short-term light intensity increasing stimulus, carries out a first
measurement prior to the pupil response time, and carries out a second
measurement during the pupil response time, results in the quickest
procedure. The entire measurement then need not take longer than 2-4
seconds, the first measurement will be carried out between the 200-600
milliseconds after the pulse. To that end a device for iris recognition
comprises a first light source for emitting light in the visual range, recording
means for capturing an image of an eye, control means for activating the
first light source, and subsequently activating the recording means for
capturing a first image registration within the eye response time and
subsequently activating the recording means within the accommodation time

of the pupil to a changing light intensity.

An embodiment of -the method described above can be implemented in the
following manner. A first image registration of an iris is captured here, the
outer edge and the pupil edge of the iris are determined, the image
registration is transformed into a first normalised iris image, wherein the iris
image is normalised, the first normalised iris image is correlated to a second
normalised iris image of an iris, a correlation value is calculated, and it is

tested whether the correlation value is significant.

A further development thereof regards one wherein a first and second pupil
diameter for the first and second iris image is determined, both pupil
diameters are compared, and from the significance of the correlation value
and of a pupil diameter change it is determined whether the iris tissue has

stretched and, if such is not the case, whether for instance an attempt at
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fraud is made. The attempt at fraud is not determined here from the pupil
diameter change per se. It is namely tested whether there is question of
stretch in the iris tissue. It is tested whether both images regard the same
iris, and there is only question of a real eye, when that is on the condition
that another pupil diameter was ’taken as starting point during the nor-
malisation. In this way it is very simple to check whether an eye is a (real)

life eye.

Another development is one wherein in the transformation of the iris image
into a normalised iris image, the pupil diameter is varied and the correlation is
maximised, in which at a maximum correlation both the pupil diameters and
the correlation value are tested for determining whether stretch of the iris
tissue has taken place, for instance for establishing whether an attempt at

fraud is made.

In the method image registrations of an iris can be compared. It is also
possible to determine characteristics from the iris images after normalisation
and subsequently correlating the characteristics for determining a correlation

value.

In addition the application relates to a device for iris detection, comprising an
illumination unit for illuminating an iris, an image recorder for capturing an
image of an iris, memory means for storing at least two image registrations
of an iris, a data processing unit provided with software for converting the
image registrations into normalised image registrations, correlating two
normalised image registrations in which a correlation value is determined, and

testing whether the correlation value is significant.

In one embodiment thereof the device is provided with an illumination unit
provided with at least two switchable illumination states, the image recorder
being connected to the illumination unit for setting the illumination state and

capturing at least two images at at least two illumination states. The
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illumination states may differ in light intensity, in extreme cases the

switching on or off of for instance an (additional) illumination unit.

In an alternative embodiment it may regard a first illumination at a first angle,
and a second illumination at a second angle, that means an angle to the line

pupil-image recorder.

In a further development thereof the device is provided with a memory for
storing an iris image, and the software is provided with a procedure forl
correlating and testing two imagés captured one after the other at two
different illumination states, a decision function is present for determining
whether an attempt at fraud is made, and comparing characteristics from a

captured iris image with characteristics from the iris image from the memory.

The application furthermore relates to an assembly of a device as described
above and a portable data carrier, particularly a chip card, wherein the data

carrier is provided with data regarding biometric characteristics.
Particularly the data carrier is furthermore provided with personal details.

In a further development of such a device the software is adapted for
deciding whether an attempt at fraud is made, and subsequently comparing
an iris image with the iris image with associate personal details. In a simple
implementation first characteristic properties are determined from an iris
image. Subsequently said characteristic properties are correlated. Instead of

the iris image itself the characteristic properties can be stored.

The invention further relates to a device for iris recognition, comprising an
image recorder for capturing a first image of an iris and a second image of an
iris, and means for determining the stretch of iris tissue from a comparison of

the images.
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In an embodiment thereof the means for determining the stretch of iris tissue
comprise means for determining the pupil edge, means for determining the
iris edge, means for transforming an iris image based on the determined pupil
edge and the iris edge, means for correlating two images of an iris, or the
characteristic properties of the iris that have been determined from the

images of the iris.

The invention further relates to a method for verifying the identity of a
person, wherein at a first point in time an image registration of the person's
iris is captured, within a time window around the first point in time a second
biometric characteristic of the person is measured, data regarding the iris and
the person's second biometric characteristic are read from a portable data
carrier of the person and compared with data determined from the image

registration of the iris and the second biometric characteristic.

In one embodiment thereof the second biometric characteristic originates

from a measurement of the retina, the voice or hand geometry.

When apart from the iris a second biometric characteristic of a person is
captured, both can be tested against biometric information stored in a data
base or portable data carrier. If both biometric characteristics match the
stored biometric information associated with the same person, it can
concluded that both biometric characteristics originafe from the same peréon.
If one of these biometric characteristics is not fraud-sensitive, then it follows
from the fact that both biometric characteristics match, that no fraud was

committed with the other biometric characteristic.

A biometric characteristic is not fraud-sensitive when it is difficult to "steal".
A registration of the retina is very difficult to capture from a person who is
unwilling to cooperate. This also applies to hand geometry. These two
examples are in contrast to finger prints that every body leaves unwittingly

on any touched object and which for that reason can be copied easily and
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unnoticed.

Another reason why a biometric characteristic cannot be considered fraud-
sensitive, is that every manifestation of the- biometric characteristic is
different, so that a registration beforehand is not useful. This is for instance
the case in so-called "challenge-response” systems: the systém asks the
person for instance to pronounce a sentence. This sentence is different every
time. The person repeats the sentence and the systems tests whether this is
the correct sentence and also whether the biometric characteristics of the

speech correspondw to this person.

By coupling iris biometry to a second biometric characteristid, fraud detection
can be carried out with the second biometric characteristic. The achievement
rates of this second biometric characteristic (false reject rate and false accept
rate) thus become the achievement rates of the live-detection. The
identification can remain to take place by means of the iris recognition as it
has the best achievements to this end. The reliability of the identification in
this arrangement therefore is not influenced by the second biometric
characteristic, this as opposed to systems that combine biometry to attempt

to come to an improved identification.

In addition the invention relates to a device for iris detection, comprising an
image recorder for capturing an iris image in an image plane, a first il-
lumination unit for illuminating the eye at a first illumination angle between
10 and 80 degrees with respect to a connecting line of the pupil to the
image recorder, and a second illumination unit for illuminating the eye at a
second illumination angle, the angle included by the second illumination unit,

the pupil and the first illumination unit being smaller than 180 degrees.

The invention further relates to a method for iris detection, wherein a first iris
image of an eye is captured while the eye is being illuminated at a first

illumination angle, a second iris image is captured at a second illumination
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angle which is different from the first illumination angle, the clarity change of
the white of the eye is determined from the first and second iris image, after
which the clarity change of the eyeball of which the iris images have been

captured is compared with the predetermined clarity change of a life eyeball.

In this way> it is simple to detect whether there is question of a life eye. Use
is made of the establishment that the eye is a so-called Lambertian diffuser.

Such a method is furthermore easy to integrate in existing equipment.

The captured image is built up from image elements. The value of an image
element corresponds to the intensity of the reflected light on the cor-
responding location of the object (the eye). Said perceived intensity is
proportional to the reflection coefficient of the object, the intensity of the
light source and depends on the orientation of the object plane with respect
to the light source. The captured image therefore contains information abbut
the spatial structure (orientation of the object plane) of the eye. This
information however is mixed with the other factors mentioned, namely
illumination and reflection factor. If we take at least two images of the same
object, the images being illuminated from a different direction, the influence
of the reflection factor can be eliminated. In all images the perceived
intensity of a perceived object point namely is proportional to the reflection
factor, so that the ratio (or another function, which only depends on the
ratio) of the image intensity of the image elements corresponding to the

same object point only depend on the illumination and the spatial orientation.

In an embodiment hereof the illumination is constant over the entire object,
so that the relation of said image elements only depends on the spatial

orientation. In other cases the influence of the illumination can be determined

-beforehand, so that the influence of the spatial orientation also becomes

known. The knowledge of the spatial orientation means concretely that at
points corresponding to for instance the white of the eye it can be

established whether these points are located on a sphere or on a flat surface.
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The system is thus able to.make a distinction between a normal eye and a
picture of an eye. In addition it appears from the image points corresponding
to the iris whether these points are located on a flat surface or on a curved
surface. As a normal iris is predominantly flat and the print of a contact lens
follows the curvature of the cornea, the system is thus able to detect
whether the iris is flat, as usual, or covered by a printed contact lens. By
means of this method the system is able to detect and prevent fraud with

pictures and contact lenses.

In an embodiment the invention relates to software for iris detection,
comprising an iris stretch routine for determining from two image
registrations of an iris whether tissue of the iris has stretched. Such software
makes it possible to have an iris -detection device operate according to the

method of the invention.

In one embodiment of the software the iris stretch routine comprises: an iris
image normalisation routine for normalising an image registration of an iris in
which the pupil diameter is a variable; a correlation routine for calculating a
correlation of at least two normalised image registrations of an iris, and an
optimisétion routine for optimising the correlation, having the pupil diameter

as set variable.

In addition the software comprises an illumination operating routine for
switching the illumination on and off and coordinating it with the points in

time of the first and second image registrations.

It will for that matter be clear that if so desired more than two image

registrations can be captured, if so desired each at another light intensity.

The invention will be elucidated on the basis of an exemplary embodiment of
a device and a method for iris identification according to the invention, in

which:
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Figure 1 shows an iris image at a first light intensity;

Figure 1B shows a measurement of the same iris at a higher light intensity

than in figure 1A,
Figure 2A shows a measurement of an artificial eye at the first light intensity;

Figure 2B shows a measurement of the artificial eye of figure 2A at the

second light intensity;

Figure 3A shows a measurement of an eye provided with a printed contact

lens at the first light intensity;

Figure 3B shows a measurement of the eye of figure 3A at the second light

intensity;

Figure 4 shows a device for iris recognition and iris detection according to

one aspect of the invention.

Figure 1A shows an image registration of an eye having an iris 1. The
illumination was set here at a first level. In the image reéistration various
parts are indicated, such as the pupil edge 2 and the outer edge of the iris 3.
Moreover a first characteristic 4 and a second characteristic 5 have been

indicated that are specific to this iris in question.

In figure 1B a second image has been captured of the same iris, but now at a
higher light intensity. The registration can also have been captured just after
a light pulse. Due to the changing light intensity the pupil will contract. It has
appeared that the iris tissue stretches along in a specific manner. The
position of the characteristic 4 that is situated near the pupil edge remains

situated near the pupil edge. The position of the characteristic 5 that is
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situated near the iris edge will also remain situated there. Characteristics
situated in between them will be moved depending on the distance to both
edges. It has been established that first of all as the characteristics are
situated closer to the pupil edge the absolute position changes more. In
addition it has been established that the relative position in a system of
coordinates having the pupil edge and the iris edge as reference points, does
not change or hardly changes. This establishment has made it possible to
recognise a life eye, as will be explained on the basis of two known attempts
at fraud. First of all fraud using an artificial eye is discussed in figures 2A and
2B, and the fraud using a printed contact lens is discussed in figures‘BA and
3B.

In figure 2A a measurement is shown of an artificial eye at the same light
intensity as in figure 1A. In the figure the same parts are shown as in figure
1A. In figure 2B the same measurement is repeated, but now at the second
light intensity. It can be seen that the eye does not change. The pupil
diameter is unchanged. Measurement of the pupil diameter would therefore

appear to be sufficient to expose an attempt at fraud.

In figure 3A the measurement of figure 1A is repeated, but now with an eye
provided with a printed contact lens. In figure 3B the measurement of figure
1B is repeated with the eye of figure 3A. It can clearly be seen that now the
pupil diameter does change. In this attempt at fraud the detection of change
in the pupil diameter can be circumvented. However it can also be seen that
the absolute position of chéracteristic 4 has remained the same but the
relative position with respect to the pupil edge has not. By also comparing
the relative position of the characterising parts of an iris of two images, it is
simple to establish whether it regards a life eye or an attempt at fraud. In

fact the stretch of the iris tissue is measured.

The mere determination of the change of the pupil diameter therefore has

proven not to be sufficient to determine whether the eye offered is a life eye.
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There are several methods possible to use the above-mentioned establish-

ment for recognising a life eye.

Figure 4 shows a device for iris identification 11 according to an aspect of
the invention. An image recorder 12 provided with a semitransparent mirror

is placed in the centre. Above the image recorder a first illumination unit 14
is accommodated which emits light in the visual range or visible area. In this
embodiment a series of LEDs has been opted for. Below the image recorder
12 an infrared light source 13 has been accommodated as second light

source. The image recorder 12 captures an image in the infrared (IR) range.

The operation is as follows. A person who for instance wants access or

otherwise wishes to be identified looks into the mirror of image recorder 12. |
As a result one of his eyes is positioned in the image plane. The first
iflumination source 14 is switched on very briefly, as a result of which the
light intensity in the image plane becomes higher. Immediately or simul-
taneously a first image registration is captured while the second illumination
source is switched on. Shortly after that the pupil responds by contracting. A
second registration is captured at the moment that the pupil is contracted or

has reached its minimum size. Usually between the 0.5-3 seconds.
Determining equality

If we want to establish whether one measurement value is equal to another
measurement value, we can examine whether both measurement values
have an equal value (whether their difference is zero). If the measurement
has taken place without any disruptive influences this is a satisfactory
method. However, as soon as deviations occur the question arises: "is this
deviation significant?”. A real deviation will not become apparent until it is
larger than the measurement accuracy. On the other hand the measurement

inaccuracy may also hide a real deviation. The optimal decision point can be



10

15

20

25

30

WO 2004/042646 PCT/NL2003/000772

14

derived. from the test material.

In order to determine whether two recorded signals are observations from
the same source, a simple comparison will in general not suffice. The
registration process may influence the recorded signal. If said influence is
linear then there is a linear connection between the two recorded signals, if
they indeed originate from the same source. This situation often occurs for
instance in sound registrations having different amplifier settings, or image.
registrations having a different illumination. In case of a linear connection,
the correlation coefficient is a good standard for equality of the source signal:

Co = O IV (05 * 0 ;

(1)

~ with

O,y = covariance: E { (x-1,) ®* (y-}1,) } and

B, = average: E {x}
when

y=ax +b
applies:

O, = a®S,, and
= %0

vy xx

so that:

Cur = O 1V (0 ® Oy) = a%0, /1 V (0, ® a0, = a/ Va? =
sign (a) = =1
If y is not correlated to x, 9, and thus C,, will go to zero.
A practical question that occurs often is: "does basis signal Y occur in the
registration X". X is measured at a certain position or at certain point in time
signal Y can occur with a certain strength together with other phenomena.
For instance echo in a sonar signal, a transmitted bit over a modem line or a
contrast transition in a digital image registration. In this case the correlation
coefficient between the registration X and any possible shift/delay of the
basis signal Y has to be determined. The correlation is determined as a

function of the shift or delay. This is known as the cross-correlation R,,:
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Ry (1) = E { x{t)y(t-T) }

(2)
The cross-correlation standard is also known as "template matching" or
"matched filtering”. The cross-correlation can also be described as signal (or
image) filter, in which the filter core corresponds to the basis signal. This
form of filtering is called "optimal filtering” and in case of normally
distributed interference resuits in a signal having an as large as polssible
signal to noise ratio.
For purposes of detection it is easier to scale the cross-correlation, in
correspondence with the correlation coefficient:

Cuy () = E{ (x(t) - B ® (y(t-T) - 1)} / V0,20,

(3)
or in case of a two-dimensional signal, such as an image registration:

Coy (1,9) = E{ (xlu,v) - B ® (yiuT, v-0) - 1)} / V(0,20

(4)

The previous problem

"Does a shifted version of the basis signal Y occur in the registration
X"
can be made more general into:

"Does a transformed version of the basis signal Y occur in the
registration X".
Said transformation may be: a linear transformation, a translation, a rotation,
out-of-focus or other (geometric) transformations. The transformation is
called G. It is determined by a transformation model and a set of parameters
p (for instance translation vector, angle of rotation, et cetera). The model
determines what transformation will be taken into consideration. The
transformed basis signal then is G (y(u,v);p).
Again the correlation can be calculated for each transformation within our
model:

Cur (B) = E{ (x(u,V) - ) ® (GIy(U, V1ip) - Payouim)} / Ve Caay)

(5)
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It will be clear that any degree of freedom in the transformation G will render
the calculation of the correlation function one order more difficult. In practical
uses as many model parameters as possible will be estimated. beforehand,
and only be correlated over the domain of parameters that cannot be

predicted.

This general problem can also be formulated slightly differently as:

"Are the images X and Y transformed versions of the same basis
signal”
In this case a uniform description for both images is looked for. The
transformation may be different for both images. The basic model describing
the transformation, however, is the same. We are therefore looking for those
transformation, that bring both images into conformity as much as possible.
The correlation between the transformed images subsequently indicates how

well the images can be brought into conformity:

Cy (s, p)) = E{ (G(x(u,v); pa) - Riamuuma) * (GY(U,V)ipy ) - Heyuvm)} /

Vio,

[ ]
GG CGyGy)

(6)

Application on iris images

In an image registration of the iris, the iris tissue is depicted on a series of

_image elements (pixels). The image elements show the transformed version

of the iris tissue. This depiction is (among others) influenced by the following
parameters:
® camera angle:
diaphragm influence on the definition of the image and the light inten-
sity on the image sensor
zoom influence on the magnification factor
focusing influence on the definition of the image
lens aberrations cause non-linear geometric deformation and loss-of-
focus

® position of the iris with respect to camera: 6 degrees of freedom:
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position (x,y,z) influence on position in image, magnification factor and
definition
angles of rotation of iris in the image registration or iris circle are
depicted as ellipse

® illumination influence on light intensity on image sensor

® pupil size influence on stretch condition of the iris tissue

* covering by eyelids and reflection makes parts of the iris tissue invisible

® light deflection by cornea (and possibly spectacles or contact lens)
causes non-linear geometric transformation of iris tissue on image
sensor

® image sampling screen (resolution)
influence on magnification factor. Magnification factor may differ in x
and vy direction.

¢ relation light intensity‘ < > pixel value
setting of video analogous-digital convertor,
sensitivity image sensor

® noise
noise in image sensor, video enhancement, but also mirroring light

reflection of the cornea.

In order to describe the iris as a surface having varying reflection, use can
best be made of a local system of coordinates. The origin then lies in the
centre of the pupil and in the plane of the iris. The tissue surface can now be
described as a function of two variable {r, ®) in which the radius runs from
pupil edge to iris edge and the angle runs from O to 2T radials. Preferably a
normalised radius value is used here, having value O on the pupil edge and

value 1 on the iris edge.

The transformation G ( ®* ; p) of this normalised iris surface l.(r, ?) into the

image registration contains the following elements:
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rotation of normalised iris surface

I r, @) = I{r, (¢ - Po) mod 2M)
transformation into ellipse-ring
the ellipse-ring is determined by the outer ellipse (largest radius r,,
smallest radius r., main axis position &), namely the boundary between
iris and white of the eye, and
the inner ellipse, which is the boundary between iris and pupil. The
line piece {(r,?)| r=0} is depicted on the inner ellipse. The line piece
{{r, ®) | r=1} is depicted on the outer ellipse. The choice of the outer
ellipse models the magnification zoom factor, image resolution in x
and vy, rotation of the eye. The choice of the inner ellipse models the
pupil size and stretch condition of the iris tissue. A simplified model, in
which the pupil has the same shape as the 6uter boundary of the iris
and moreover the pupil sits in the centre of the iris, is indicated by the
following relations:

l(x,y) = LArixy) , Pxy))

(x(r,?), yir,®) = (1-c+r°) ® R (@) ® [r,*cos @, r.%sin €]

R(%) = rotation matrix = [ cos™ - sin® ; sin®™ cos® ]

¢ = contraction =[0,1] (O maximal pupil, 1 minimal pupil).
translation of ellipse models the position of the iris with respect to the
optical axis and image sensor.

(x,y) = s (X-Xo, Y-Yo)
Modulation Transfer Function models the definition of the image as a
result of the distance iris-camera, diaphragm and angle as a con-
volution (image filtering):

l(x,y) = lix.y) ® PSF (x,y)
Sampling in location domain:

(X, Yi) = X,y |5 is defined on RxR, Xy« Z.
Intensity scaling and sampling

scaling of tissue reflection into pixel value. Here a linear transformation
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suffices followed by rounding off and by a limitation on the range of
the AD convertor (usually O and 255). The scaling models illumination
strength, diaphragm, sensor sensitivity, range AD convertor.

ls(X,yi) = max (0, min (255, round (a ls{Xc, i} +b)))

5
The question whether an iris in a certain image registration is equal to the iris
in another image registration can now be split up into tree parts:
1. determine for both images as many model parameters as possible (of
px and p, in equation (6)) in order to depict the normalised iris
10 description on the iris in the image

2. subsequently correlate the two normalised iris descriptions over the
remaining degrees of freedom in py and p,.

3. Test whether the maximum value of the correlation C,, (px , py) is
significant, in which way it is decided whether both iris images

15 originate from the same tissue.
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Claims

1. Method for iris detection, comprising capturing a first image registration of
an iris at a first point in time and within a time window of several minutes at
the most around the first point in time capturing a second image registration
of the iris, wherein the light }ntensity on the iris to be measured is changed
more than a pupil reaction time prior to the second image registration and
whether stretch of the tissue of the iris has taken place is determined from

the first and second image registration.

2. Method according to claim 1, wherein the light intensity a pupil reaction
time around the first image registration differs from the light intensity a pupil

reaction time around the capturing of the second image registration.

3. Method according to claim 1 or 2, wherein the light intensity differs in the

visual range.

4, Method according to claim 3, wherein either prior to the first image
registration or prior to the second image registration a short-term light pulse

is supplied on the iris, preferably shorter than approximately 1 second.

4. Method according to claim 3 or 4, wherein the light pulse is supplied in a

time span of 0.2-1 seconds prior to a capturing.
5. Method according to any one of the preceding claims, wherein the first
and second image registration are captured shortly after one another,

preferably within one minute, more preferably within two seconds.

7. Method according to any one of the preceding claims, the first image
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registration of an iris being captured, the outer edge and the pupil edge of
the iris being determined, the iris image being transformed into a first
normalised iris image, wherein the iris image is normalised, the first
normalised iris image is correlated to a second normalised iris image of an
iris, a correlation value is calculated, and it is tested whether the correlation

value is significant.

8. Method according to claim 7, wherein a first and second pupil diameter for
the first and -second iris image is determined, both pupil diameters are
compared, and whether stretch of iris tissue has taken place is determined

from the significance of the correlation value and of a pupil diameter change.

9. Method according to claim 7, wherein the pupil diameter is varied in the
transformation and the correlation is maximised, in which at a maximum cor-
relation the change of the pupil diameter and the correlation value are tested

for determining whether stretch of the iris tissue has taken place.

10. Method accordin‘g to claims 6-9, wherein characteristics are Qalculated

from each iris image, a correlation value of the characteristics of the various

_iris images is calculated, and it is checked whether the correlation value is

significant.

11. Method according to any one of the preceding claims, wherein the light
intensity in the visible light wavelength differs and the image registration of

the iris is captured in the infrared range.

12. Device for iris detection, cohprising an illumination unit for illuminating
an iris, an image recorder for capturing an image of an iris, memory means
for storing at least two image registrations of an iris or characteristics of the
iris, a data processing unit provided with software for converting the image
registrations into normalised image registrations, correlating two normalised

image registrations in which a correlation value is determined, and testing
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whether the correlation value is significant, and the illumination unit being
provided with at least two switchable illumination states, the image recorder
being connected to the illumination unit for setting the illumination state and

capturing at least two images at at least two illumination states.

13. Device according to claim 12, wherein the device is provided with a
memory for storing an iris image of a person, the software is provided with a
procedure for correlating and testing two images captured one after the other
at two different illumination states, a decision function for determining
whether an attempt at fraud is made, and comparing characteristics from a
captured iris image with characteristics from the iris image from the memory

associated with the person.

14. Device according to claim 10, wherein the illumination unit emits light in
the visual range, and the image recorder captures images in the infrared

range.

15. Assembly of a device according to any one of the preceding claims and a
portable data carrier, particularly a chip card, wherein the data carrier is
provided with the iris image of the owner of the data carrier or with

characteristics from the iris image of the owner of the data carrier.

16. Assembly according to claim 14, wherein the data carrier furthermore is .
provided with data regarding biometric characteristics other than iris charac-

teristics.

17. Device according to claim 15, wherein the software is provided with a
decision routine for deciding whether an attempt at fraud is made, and
comparing an iris image captured for the purpose of testing to an iris image

or characteristics from the iris image stored in a memory.

18. Device for iris recognition, comprising an image recorder for capturing a
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first image of an iris and a second image of an iris in an image plane and
means for determining the stretch of iris tissue by comparing the first and

second image.

19. Device according to claim 18, wherein the means for determining the
stretch of iris tissue comprise means for determining the pupil edge, means
for determining the iris edge, means for transforming an iris image based on
the determined pupil edge and the iris edge, and means for correlating two

images of an iris.

21. Device according to any one of the claims 19 or 20, comprising a first
illumination unit that can be switched on and off for increasing the light
intensity in the visual range at the location of the image plane, and a control
unit which is in connection to the image recorder and the first illumination
unit, for the activation of the first illumination unit, the activation of the
image recorder for capturing a first iris image, and the activation of the image

recorder after a pupil reaction time for capturing a second iris image.

22. Device according to claim 21, wherein the control unit is adapted for
activating the image recorder for capturing the first iris image within a pupil

reaction time after the activation of the first illumination unit.

23. Device according to claim 22, wherein the image recorder is an image
recorder for capturing images in the infrared (IR) range, the device comprising
a second illumination unit for increasing the light intensity in the infrared

range at the location of the image plane.

24. Method for iris detection on a person, wherein at a first point in time an
image registration of the person's iris is captured, within a time window
around the first point in time a second biometric characteristic of the person
is measured, data regarding the iris and the second biometric characteristic

of the person are read from a portable data carrier of the person and are
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compared with data determined from the image registration of the iris and

the second biometric characteristic.

25. Method according to claim 24, wherein the second biometric charac-
teristic originates from a measurement of the retina, the voice or hand

geometry.

26. Method for verifying the identity of a person, wherein at a first point in
time an image registration of the person's iris is captured, within a time win-
dow around the first point in time a second biometric characteristic of the
person is measured, data regarding one of the person's measured biometric
characteristics are read from a portable data carrier of the person and data
regarding the other biometric characteristic are retrieved from a data file
outside of the portable data carrier and the data regarding the measured
biometric characteristics and the read and retrieved biometric data are

compared.

27. Method for iris detection, wherein a first iris image of an eye is captured
while the eye is being illuminated at a first illumination angle, a second iris
image is captured at a second illumination angle which is different from the
first illumination angle, the clarity change of the eye is determined from the
first and second iris image, after which the clarity change of the eye of
which the iris images have been captured is compared with the predeter-

mined clarity change of a life eye.

28. Device for iris detection, comprising an image recorder for capturing an
iris image in an image plane, a first illumination unit for illuminating an eye at
a first illumination angle between 10 and 80 degrees to a connecting line of
the pupil to the image recorder, and a second illumination unit for illuminating
the eye at a second illumination angle, the angle included by the second
illumination unit, the pupil and the first illumination unit being smaller than

180 degrees.
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29. Software for iris detection, comprising an iris stretch routine for
determining from two image registrations of an iris whether tissue of the iris

has stretched.

30. Software according to claim 29, wherein the iris stretch routine
comprises: an iris image normalisation routine for normalising an image
registration of an iris in which the pupil diameter is a variable; a correlation
routine for calculating a correlation of at least two normalised image
registrations of an iris, and an optimisation routine for optimising the

correlation, having the pupil diameter as set variable.

31. Device comprising one or more of the characterising measures described

in the description and/or shown in the drawings.

32. Method comprising one or more of the characterising measures described

in the description and/or shown in the drawings.
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